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1 Introduction  
1.1  Background and definitions 
A definition of Child Sexual Exploitation (CSE) is difficult to formulate, partially due to the fact 
that there is no specific crime referred to as CSE, and partially due to the interchangeable terms 
ƚŚĂƚĂƌĞƵƐĞĚŝŶƚŚĞůŝƚĞƌĂƚƵƌĞ ? ‘ŵĂůƚƌĞĂƚŵĞŶƚ ? ? ‘ĐŚŝůĚƐĞǆƵĂůĂď ƐĞ ? ? ‘ĐŚŝůĚƐĞǆƵĂůĞǆƉůŽŝƚĂƚŝŽŶ ?
etc.) Additionally in the past CSE literature has largely focussed on younger children and abuse 
within the family and only over recent years has expanded their field into older children and 
extra familial abuse. As a result, it is very difficult to assess the prevalence of CSE. However, a 
ŐŽŽĚǁŽƌŬŝŶŐĚĞĨŝŶŝƚŝŽŶŽĨ^ ?ĨŽĐƵƐƐŝŶŐŽŶŝƚƐ ‘ƚƌĂŶƐĂĐƚŝŽŶĂů ?ŶĂƚƵƌĞ ?ŝƐŐŝǀĞŶďǇƚŚĞ
Department of Schools, Children and Families (DCSF):  
 “^ĞǆƵĂůĞǆƉůŽŝƚĂƚŝŽŶŽĨĐŚŝůĚƌĞŶĂŶĚǇŽƵŶŐƉĞŽƉůĞƵŶĚĞƌ ? ?ŝŶǀŽůǀĞƐĞǆƉůŽŝƚĂƚŝǀĞƐŝƚƵĂƚŝŽŶƐ ?
contexts and relationships where young people (or a third person or persons) receive 
 ‘ƐŽŵĞƚŚŝŶŐ ? ?Ğ ?Ő ?ĨŽŽĚ ?ĂĐĐŽŵŵŽĚĂƚŝŽŶ ?ĚƌƵŐƐ ?ĂůĐŽŚŽů ?ĐŝŐĂƌĞƚƚĞƐ ?ĂĨĨĞĐƚŝŽŶ ?ŐŝĨƚƐ ?ŵŽŶĞǇ )ĂƐĂ
result of them performing, and/or another or others performing on them, sexuaůĂĐƚŝǀŝƚŝĞƐ ? ?
(DSCF, 2009, pg. 9) 
Models through which CSE is experienced by victims are not always mutually exclusive but 
complex and evolve quickly, problematized by overlap in offending-behaviour of perpetrators, 
(CEOP, 2011:8). One of the most well-knŽǁŶŵĞƚŚŽĚƐŽĨǀŝĐƚŝŵŝƐĂƚŝŽŶŝƐƚŚĞ>ŽĐĂůŝƐĞĚŽƌ ‘^ƚƌĞĞƚ
'ƌŽŽŵŝŶŐ ?ŵĞƚŚŽĚ ?ƚǇƉŝĨŝĞĚďǇƉĞƌƉĞƚƌĂƚŽƌƐĂƉƉƌŽĂĐŚŝŶŐǀŝĐƚŝŵƐŝŶƉƵďůŝĐƉůĂĐĞƐ ?ƚĂƌŐĞƚŝŶŐ
victims via social-ŶĞƚǁŽƌŬŝŶŐƐŝƚĞƐ ?ŽƌĐŚŝůĚƌĞŶ ?ƐŚŽŵĞƐ ? ?,Ž ? ? ? ? ? P ? ?'ŽŚŝƌ ?  ? ? P ? ? ?
APPG,2012:12;Jay,2014:31). Localised grooming is characterised by organised groups, generally 
older men, systematically exploiting vulnerable children and often plying them with alcohol, 
drugs and presents - see case studies below. Perpetrators persuade would-be victims via 
groŽŵŝŶŐƚŚĂƚŽŶůǇƚŚĞǇ ‘ĐĂƌĞ ?ĂďŽƵƚƚŚĞǀŝĐƚŝŵ ?:ĂǇ, 2014:37; Young Person 7, in Griffiths, 
2013:17). Once emotionally dependent, victims may be internally trafficked around the country 
and sexually exploited (CEOP, 2011:8; HoC, 2013:4; The Stationery Office, 2003:32; Jay, 
2014:37). 
 However, an often overlooked method, which is ĚĞŵŽŶƐƚƌĂƚĞĚŝŶ ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ŝƐƚŚĞ
 ‘ďŽǇĨƌŝĞŶĚ ?Žƌ ‘ƉĞĞƌ-ďĂƐĞĚ ?ŵŽĚĞů ?ŝŶǁŚŝĐŚƚŚƌŽƵŐŚ being groomed (face-to-face and/or 
internet-facilitated), ǀŝĐƚŝŵƐǀŝĞǁƚŚĞŵƐĞůǀĞƐĂƐ ‘ƉĂƌƚŶĞƌƐ ?ŽĨƉĞƌƉĞƚƌĂƚŽƌƐ ?ǁŚŽĞǆƉůŽŝƚƚŚŝƐ
perceived relationship, illustrated in the Torbay SCR, (Boxall and Wonnacott, 
 ? ? ? ? P ? ?,Ž ? ? ? ? ? P ? ) ?/ŶƌĞĂůŝƚǇ ?ƚŚĞ ‘ďŽǇĨƌŝĞŶĚ ?ĐŽƵůĚďĞƐ ůůŝŶŐ ƚŚĞǀŝĐƚŝŵor their pictures to 
others, ĂƐĐĞŶĂƌŝŽŝůůƵƐƚƌĂƚĞĚǀŝĂŚŝůĚůŝŶĞ ?ƐĐĂƵƚŝŽŶĂƌǇĂŶŝŵĂƚŝŽŶ ? ‘:ĂǇ ? ? ? ? ? ? ) ?'ang-related CSE 
is a related or further form of CSE which may be overlooked or attributed to gang violence 
(Berelowitz et al.2012; OCC 2012; Beckett et al.2013:19; Coy ket al.2013). 
 It is problematic that young people may think or be taught that they may be sexually exploited 
only by older adults, despite 2011 research indicating 27% of known CSE cases were 
perpetrated by young people (Jago in Berelowitz et al,2012:23). Even gang-perpetrated CSE is 
more comprised of teenagers and young adults than the adult-ĚŽŵŝŶĂƚĞĚ'ƌŽƵƉ ? ‘>ŽĐĂůŝƐĞĚ ? ?
model of exploitation, (Berelowitz et al, 2012:37). Whilst these models vary between areas and 
over time, that CSE is widespread throughout the UK is undisputed, (DCSF, 2009:23; Barnardos, 
2012:6). 
The internet has possibly the greatest potential to become a pathway to CSE; for example, it 
provides the easiest opportunity for young people to generate and distribute sexualised 
images, where the self-generator cannot control the final destination of the images (NSPCC, 
2012:3;Phippen,2012:4;CEOP,2013:11). For example, through grooming or sexual bullying from 
peers, with threats to disseminate -  ‘ƐĞǆƚŝŶŐ ?- intimate images shared in trust, threat of 
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disclosure to peers and family, (Gohir,2013:66;Phippen,2012:4). Crucially, internet use can 
facilitate face-to-face sexual exploitation, (NSPCC, 2012:29; ECPAT, 2013:11). Research 
confirms most perpetrators know their victims prior to abuse, (Barnardos, 2011:22). Whether 
exploitation is face-to-ĨĂĐĞŽƌŽŶůŝŶĞ ?^ǀŝĐƚŝŵƐĂƌĞůŝŬĞůǇƚŽďĞ ‘ŐƌŽŽŵĞĚ ?. 
Grooming is the psychological strategy undertaken by perpetrators in preparing victims for 
exploitation (Barnardos, 2011:22; Webster et al. 2012:5). Online or face-to-face, it is the 
process whereby perpetrators befriend would-be victims to facilitate sexual abuse, (Berelowitz 
et al, 2012:12; Webster et al. 2013:5). Strategies used to exploit young ƉĞŽƉůĞƐ ?ǀƵůŶĞƌĂďŝůŝƚǇ
include gauging their physical, emotional, financial or wider needs, taking into account their 
developmental stage, and using this information to adapt the grooming approach, (Childline, 
2012:6;Barnardos, 2011:22). This tailored process seeks to evoke feelings of being special, trust 
in the perpetrator, even belief of being loved by them  W ǁŚŝĐŚŵĂǇďĞ ‘ĐŽŶĨŝƌŵĞĚ ? by offers of 
presents including money, drugs,  alcohol, or affection 
 ?^& ? ? ? ? ? P ? ?'ŽŚŝƌ ? ? ? ? ? P ? ? ?:ĂǇ ? ? ? ? ? P ? ? ) ?'ƌŽŽŵŝŶŐƌĞĨƌĂŵĞƐǁŚĂƚŝƐŚĂƉƉĞŶŝŶŐĂƐ ‘ƚŚĞǁĂǇ
ƚŚŝŶŐƐĂƌĞ ? W ‘ŶŽƌŵĂů ? ? ?<ŝƌƚůĞǇ, 2013:9; Barnardos, 2011:15). The resulting feelings are 
indebtedness, dependence  W or fear of violence or exposure, should the victim fail to cooperate 
(CEOP, 2011:11). The impact may also be victims not perceiving their situation as exploitative, 
believing themselves  W and crucially, appearing to others -  as acting voluntarily 
(DCSF,2009:21;Pearce;2013:59;DCSF,2009:21). One silence-inducing, grooming outcome is 
ǀŝĐƚŝŵƐĨĞĞůŝŶŐĐŽŵƉůŝĐŝƚŝŶƚŚĞŝƌŽǁŶĂŶĚŽƚŚĞƌƐ ?ĞǆƉůŽŝƚĂƚŝŽŶ ?ƚŚĞůŝŬĞůŝŚŽŽĚŽĨĚŝƐĐůŽƐƵƌĞ
ĨƵƌƚŚĞƌĂďƌŽŐĂƚĞĚ ?ƌĞŶĚĞƌŝŶŐ^ ‘ŚŝĚĚĞŶ ? ? ?ĂƌŶĂƌĚŽƐ ? ? ? ? ? P ? ? ?<ůŽŶŽǁƐŬŝ ? ? ?13:72; 
Childline,2012:15;Jay,2014:36). In the boyfriend model, once the perpetrator has become the 
person with whom the victim feels safe - whom they seek out, emotionally depend upon, and 
fear losing - the grooming escalates to sexual exploitation.  
AnothĞƌŝŵƉŽƌƚĂŶƚĂƐƉĞĐƚŽĨ^ǁŚŝĐŚŝƐĂĚĚƌĞƐƐĞĚďǇ ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ŝƐ perpetrator 
vulnerability factors.  In understanding trajectories of young perpetrators, professionals need 
to understand the social contexts of gang-associated young people, the neighbourhoods within 
which they frequently develop. These are often impoverished, violent social fields exerting 
pressure on young people to belong, conform  W and comply (Beckett et al., 2013:6). The 
pressure is to assume culture of hyper-masculinity; for ŐŝƌůƐ ? ‘ĨĞŵŝŶŝŶŝƚǇ ?ĂŶĚĂůůƚŚĞƐĞĞŶƚĂŝů ?
(Pearce, 2009:1; Firmin in Pearce and Melrose, 2013:45). &ŽƌĞǆĂŵƉůĞ ? ‘ĞǆƉůŽŝƚĞƌƐ being 
ĞǆƉůŽŝƚĞĚ ? was found instrumental in gang-initiation, humiliation of rival gang-members or 
means of asserting control, (Beckett et al.2013:40). Whilst not detracting from exploitative 
ďĞŚĂǀŝŽƵƌƚŽĨĞŵĂůĞǀŝĐƚŝŵƐ ?ƚŚĞĂƉƉůŝĐĂƚŝŽŶŽĨƚŚĞĐŽŶĐĞƉƚŽĨ ‘ĐŽŶƐƚƌĂŝŶĞĚĐŽŶƐĞŶƚ ? could 
ĂƌŐƵĂďůǇďĞĂƉƉůŝĞĚŝŶƚŚŝƐĐŽŶƚĞǆƚƚŽďŽƚŚ ‘ƉĞƌƉĞƚƌĂƚŽƌ ?ĂŶĚǀŝĐƚŝŵ ?ƚĂŬŝŶŐĂĐĐŽƵŶƚƚŚĞŝŵƉĂĐƚ
of the gang environment and dynamics, (Firmin in Melrose and Pearce, 2013:45). Of the 2409 
cases in the study, 155 male victims were also identified perpetrators, (Berelowitz et al., 
2012;14).  
ĚĂƉƚĞĚĨƌŽŵ “dƌŽƵďůĞĚĂŶĚdƌŽƵďůĞƐŽŵĞ PdŚĞǀŽůǀŝŶŐ:ŽƵƌŶĞǇƐŽĨzŽƵŶŐWeople as Victims 
ĂŶĚWĞƌƉĞƚƌĂƚŽƌƐŝŶƚŽŚŝůĚ^ĞǆƵĂůǆƉůŽŝƚĂƚŝŽŶ ?ĂŶĚWƌŽĨĞƐƐŝŽŶĂůƐ ?EĞĞĚƚŽŶĂůǇƐĞƚŚĞ
hŶƚŚŝŶŬĂďůĞ ?ďǇůĂŝƌĞWĂƐĐŽĞ ?DƐƚƵĚĞŶƚ ) 
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2 Learning OǮǯ 
2.1 Young people 
x To increase your awareness of the grooming process. 
x To increase your understanding of how to stay safe both on and offline. 
x To identify and discuss factors/indicators of online sexual grooming and exploitation. 
x To encourage self-reflection on your own - and your friends ?- behaviour. 
x To help you know where and to whom you should report any concerns. 
 
2.2 Professionals 
x To educate health, social care, and educational professionals about CSE. 
x To identify and discuss factors/indicators of online sexual grooming and exploitation. 
x To examine both sides of the situation  W that of the victim, and that of the groomer. 
x To raise awareness of CSE amongst professionals. 
x To educate about the short and long term consequences of CSE, and the medical, 
social, and emotional implications. 
x To develop skills of professionals to assess and work with young people at risk of CSE. 
x To evaluate how young people react to being groomed. 
x To develop an understanding of the importance of the impact of online grooming and 
CSE on young people. 
x To analyse the link between online and face to face grooming behaviour. 
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3 Storyline and features 
 
3.1 Storyline 
 ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ĨŽůůŽǁƐƚŚĞƐƚŽƌǇŽĨ>ŽƚƚŝĞ ?Ă  ?ǇĞĂƌŽůĚŐŝƌů ?>ŽƚƚŝĞŚĂƐĂǇŽƵŶŐĞƌ
ďƌŽƚŚĞƌ ?EŝĐŬ ?ǁŚŽƵƐĞƐ>ŽƚƚŝĞ ?ƐĐŽŵƉƵƚĞƌǁŚĞŶƐŚĞŝƐŽƵƚ ?ĂŶĚůŽŽŬƐĂƚĂůůŚĞƌƐŽĐŝĂůŵĞĚŝĂ ?
The ƵƐĞƌŽĨ ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ƚĂŬĞƐŽŶƚŚĞƌŽůĞŽĨ>ŽƚƚŝĞ ?ƐďƌŽƚŚĞƌ ?ǁŚŽůŽŐƐŝŶƚŽŚĞƌ
computer. 
3.2 Ǯǯ 
 ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ŝƐƉůĂǇĞĚďǇĞǆƉůŽƌŝŶŐ>ŽƚƚŝĞ ?ƐŽŶůŝŶĞůŝĨĞŵĂŝŶůǇƚŚƌŽƵŐŚŚĞƌ ‘ŝ^ŽĐŝĂůŝŬĞ ?
page  W a fictional social networking site ƐŝŵŝůĂƌƚŽ ‘&ĂĐĞďŽŽŬ ? ?,ĞƌƉŽƐƚƐ ?ƐƚĂƚƵƐƵƉĚĂƚĞƐĂŶĚ
comments on them by Jake and her friends may be read, as may her private messages, which 
can be clicked on to read the whole conversation. Each post/status has a mood attached to it, 
and a graph of her moods in a particular scene can be viewed to see how it changes over time. 
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KƚŚĞƌŶĞƚǁŽƌŬŝŶŐƐŝƚĞƐƚŚĂƚŵĂǇďĞǀŝĞǁĞĚŝŶĐůƵĚĞ ‘,ĂƐŚƚĂŐĞĚ ? Wa micro blogging site; 
 ‘WŝĐƚƵƌĞŐƌĂŵ ? W ĂŶŝŵĂŐĞƐŚĂƌŝŶŐƐŝƚĞ ?ĂŶĚ ‘tĞdƵďĞ ? Wa video sharing site.  
Note:  ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ŵƵƐƚ be played in Google Chrome after cache and cookies have 
been cleared.  zŽƵǁŝůůĂůƐŽŶĞĞĚƚŽĞŶƐƵƌĞƚŚĞ ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ŝƐĂĐĐĞƐƐŝďůĞǀŝĂ
firewalls and IT settings. 
As >ŽƚƚŝĞ ?ƐŽŶůŝŶĞǁŽƌůĚ is explored, a number of questions created in order to encourage 
ƐĐƌƵƚŝŶǇŽĨƉĂƌƚŝĐƵůĂƌĞǀĞŶƚƐŝŶ>ŽƚƚŝĞ ?ƐůŝĨĞŵĂǇďĞƉƵůůĞĚƵƉĨƌŽŵƚŚĞďŽƚƚŽŵŽĨƚŚĞƐĐƌĞĞŶ ? 
Some of these questions will ask for an answer to be picked out of a choice of three, and others 
will require typed responses. There are no right or wrong answers to these types of questions, 
but some thoughts are provided after answers are submitted. Once all the questions have been 
completed, the option to move onto the next scene becomes available.  
 
3.3 ǯ 
iSocialike: a Facebook-style social networking site used by Lottie and her friends. On iSocialike, 
ǇŽƵĐĂŶǀŝĞǁ>ŽƚƚŝĞ ?ƐŵĞƐƐĂŐĞƐ ?ŚĞƌƐƚĂƚƵƐƵƉĚĂƚĞƐ ?ĂŶĚƚŚĞŝŵĂŐĞƐƐŚĞƉŽƐƚƐ ?zŽƵĐĂŶĂůƐŽƐĞĞ
who comments on her posts and what they say ?>ŽƚƚŝĞ ?Ɛŝ^ŽĐŝĂůŝŬĞĨĞĞĚǁŝůůĂůƐŽƚĞůůǇŽƵ if she 
posts a video on her WeTube, an image in her Picturegram, or a status to her Hashtagged. 
>ŽƚƚŝĞ ?ƐƉŽƐƚƐŽŶŝ^ŽĐŝĂůŝŬĞĨĞĂƚƵƌĞĂŵŽŽĚďĂƌďĞƐŝĚĞƚŚĞŵ ?ƐŚŽǁŝŶŐǇŽƵŚŽǁƐŚĞǁĂƐĨĞĞůŝŶŐ
when she made the post - a graph of her moods over time in a particular scene can be viewed 
ďǇĐůŝĐŬŝŶŐƚŚĞ ‘ŵŽŽĚďĂƌ ?ďƵƚƚŽŶŶĞǆƚƚŽƚŚĞ ‘ŵĞƐƐĂŐĞƐ ?ďƵƚƚŽŶŝŶƚŚĞƚŽƉƌŝŐŚƚĐŽƌŶĞƌ ?
^ŽŵĞƚŝŵĞƐ>ŽƚƚŝĞǁŝůů ‘ŐĞŽƚĂŐ ?ŚĞƌƐĞůĨĂƚĐĞƌƚĂŝŶůŽĐĂƚŝŽŶƐƐƵĐŚĂƐƚŚĞƌĞĐŽƌƐĐŚŽŽl. This is a 
popular feature on many real social networking sites, which has implications for security and 
privacy. 
 
Hashtagged: A microblogging site similar to Twitter, in which users make short posts (usually of 
140 characters or fewer) and can often also post images and videos. Lottie just uses it for text-
based posts. 
 
WeTube: a video sharing site, equivalent to YouTube.  Users can create and post their own 
ƉƵďůŝĐŽƌƉƌŝǀĂƚĞǀŝĚĞŽƐ ?>ŝŬĞŵĂŶǇǇŽƵŶŐƉĞŽƉůĞ ?>ŽƚƚŝĞƵƐĞƐŝƚĂƐĂ ‘ǀůŽŐ ?ŽƌǀŝĚĞŽďůŽŐ ?ƚo 
share and talk about aspects of her life. Lottie seems to be more aware of privacy on WeTube, 
as she posts several of her videos privately, so that no one but her can see them.  
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Picturegram: an image sharing site like Instagram. Lottie can share images she takes and her 
friends can also like and comment on them. 
Quicksnap: a photo messaging app which mimics real-life app Snapchat. The images can be set 
ƚŽůĂƐƚƵƉƚŽƚĞŶƐĞĐŽŶĚƐďĞĨŽƌĞďĞŝŶŐĚĞůĞƚĞĚĨƌŽŵƚŚĞƌĞĐŝƉŝĞŶƚ ?ƐĚĞǀŝĐĞ ?ŚŽǁĞǀĞƌ ?ƚŚĞǇĐĂŶ
be screenshotted in that time. Screenshotting ŵĞĂŶƐƚĂŬŝŶŐĂƉŝĐƚƵƌĞŽĨǁŚĂƚ ?ƐŽŶĂĚĞǀŝĐĞ ?Ɛ
screen. 
3.4 Glossary of text speak 
A glossary of some of the terms that Lottie and her friends use in social media. 
<3     heart/love 
Amazeballs    amazing 
CBA    ĐĂŶ ?ƚďĞĂƐŬĞĚ ?ĐĂŶ ?ƚďĞďŽƚŚĞƌĞĚ ) 
Deffo     definitely 
Gr8     great 
H/W     homework 
IKR     I know right! 
Kewl     cool 
LOL     laugh out loud 
OMG     oh my god! 
PM     private message 
RL/IRL    real life/in real life 
Soz     sorry 
Tomoz/2moz    tomorrow 
TTYL     talk to you later! 
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4 Ǯǯ 
Step 1: To ĂĐĐĞƐƐ ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ǇŽƵŶĞĞĚƚŽǀŝƐŝƚƚŚĞCentre for Child Protection 
website, which will link you to the hŶŝǀĞƌƐŝƚǇŽĨ<ĞŶƚ ?ƐĞǆƚĞƌŶĂůDŽŽĚůĞƉĂŐĞ
(https://moodle.kent.ac.uk/), where you need to log on with the details provided to you after 
you completed your training. 
Please ensure you are using Google Chrome browser, you have cleared your internet history and 
addressed firewall issues within your organisation. 
Step 2: Select LOTTIE: Looking out for Lottie, and click on the link. This will open the simulation 
in a new window. 
Step 3: Select New Game. 
SƚĞƉ ? P^ĞůĞĐƚĞŝƚŚĞƌ ‘ĐůĂƐƐ ?ŵŽĚĞ W ĨŽƌǁŽƌŬŝŶŐǁŝƚŚǇŽƵŶŐƉĞŽƉůĞ ?Žƌ ‘ƉƌŽĨ ?ŵŽĚĞŝĨǇŽƵĂƌĞ
ƚƌĂŝŶŝŶŐĂƉƌŽĨĞƐƐŝŽŶĂůĂŶĚƚŚĞŶĐůŝĐŬ ‘ĐŽŶƚŝŶƵĞ ? ?
Step 5: Use the orange arrow buttons to scroll through the scenes, and click the play button on 
the image to select a scene. 
Step 6: ZĞĂĚƚŚƌŽƵŐŚƚŚĞŝŶĨŽƌŵĂƚŝŽŶŽŶƚŚĞĐŽŵƉƵƚĞƌƐĐƌĞĞŶĂŶĚĐůŝĐŬ ‘EĞǆƚ ? ?
^ƚĞƉ ? PůŝĐŬ ‘>ŽŐŝŶ ?ƚŽůŽŐŽŶƚŽ>ŽƚƚŝĞ ?ƐĐŽŵƉƵƚĞƌ ? 
^ƚĞƉ ? PzŽƵĂƌĞŶŽǁĂďůĞƚŽŶĂǀŝŐĂƚĞǇŽƵƌǁĂǇƚŚƌŽƵŐŚ>ŽƚƚŝĞ ?ƐƐŽĐŝĂůŵĞĚŝĂĂƚǇŽƵƌŽǁŶƉĂĐĞ ?
iSocialike 
You can scroll through >ŽƚƚŝĞ ?Ɛ posts on iSocialike and click on the comments to read what her 
friends have posted.  
/ŶƚŚĞƚŽƉƌŝŐŚƚŚĂŶĚĐŽƌŶĞƌǇŽƵǁŝůůƐĞĞĂƐŵĂůůĞŶǀĞůŽƉĞĂŶĚƚŚĞǁŽƌĚ ‘ŵĞƐƐĂŐĞƐ ? W click here 
ƚŽĂĐĐĞƐƐ>ŽƚƚŝĞ ?ƐƉƌŝǀĂƚĞŵĞƐƐĂŐĞƐ ?,ĞƌĞǇŽu can click on the message displayed to see the full 
conversation. Use the scroll bar to navigate through the messages just like you would on your 
ďƌŽǁƐĞƌ ?ůŝĐŬƚŚĞ ‘y ?ŝŶƚŚĞƚŽƉƌŝŐŚƚĐŽƌŶĞƌƚŽĐůŽƐĞ ? 
zŽƵĐĂŶƐĞĞŚŽǁ>ŽƚƚŝĞ ?ƐŵŽŽĚŚĂƐĐŚĂŶŐĞĚĚƵƌŝŶŐƚŚĞ ƐĐĞŶĞďǇĐůŝĐŬŝŶŐŽŶ ‘DŽŽĚƐ ?ŶĞǆƚƚŽƚŚĞ
smiley face, which is to the left of the message menu. 
When you see the icon for Hashtagged, Picturegram, or tĞdƵďĞŝŶ>ŽƚƚŝĞ ?Ɛŝ^ŽĐŝĂůike 
posts this means that Lottie has posted something on one of these social networks. Click on the 
icon to be taken to the appropriate page. 
Alternatively, you can click on the tabs (shown below) at the top of the page to easily switch 
between social networks. 
 
Click on the iSocialike tab, to return to the main page. 
 
WeTube 
Click on the play button  ƚŽǀŝĞǁ>ŽƚƚŝĞ ?ƐǀŝĚĞŽďůŽŐƐ ?zŽƵĐĂŶĂůƐŽƵƐĞƚŚĞǀŽůƵŵĞƐůŝĚĞƌƚŽ
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Discussion questions 
 
At the bottom of the screen you will see a question bar. Click on the upward arrow to display 
the question. 
 
Type in your answer and press submit, to reveal our thoughts on these issues. You can also click 
on the downward arrow to minimise the question. 
You can work through the questions at your own pace.  Completing all the questions will move 
ǇŽƵŽŶƚŽƚŚĞŶĞǆƚƐĐĞŶĞ ?dŽĚŽƚŚŝƐũƵƐƚĐůŝĐŬƚŚĞ ‘EĞǆƚ ?ďƵƚƚŽŶǁŚĞŶǇŽƵĂƌĞƌĞĂĚǇƚŽŵŽǀĞŽŶ ? 
 
 
You can use the back button in your browser to visit previous pages. 
 
If you want to return to the title screen you can click on the University of Kent logo on the top 
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5 Models for teaching and learning with ǮLooking out for 
ǯ 
Lottie is a flexible teaching tool and can be used in different ways: one-on-one, in small groups, 
or as a class in schools. 
Here aƌĞƐŽŵĞƐƵŐŐĞƐƚŝŽŶƐĨŽƌƵƐŝŶŐ ‘>ŽƚƚŝĞ ? ?
5.1 Group teaching with young people 
5.1.1 Classroom based in PHSE lessons 
 ‘>ŽƚƚŝĞ ?ĐĂŶďĞƌƵŶďǇĂĨĂĐŝůŝƚĂƚŽƌĂƚƚŚĞĨƌŽŶƚŽĨĂĐůĂƐƐƵƐŝŶŐĂĚŝŐŝƚĂůƉƌŽũĞĐƚŽƌ ?ŽƌƐŵĂůůŐƌŽƵƉƐ
of 3 or 4 young people can work through Lottie on computers, laptops or tablets.  It is 
sometimes helpful to do a generic session on CSE prior to using Lottie so that young people 
have some background to the issue, but this will be age and context related.   
The use of this content can be tailored to both short and long classroom sessions, and to 
different age groups. For example, facilitators may want to focus on several specific scenes, 
rather than completing the whole simulation in one session. 
5.1.2 Small groups in health and social care settings 
As with ĐůĂƐƐƌŽŽŵƚĞĂĐŚŝŶŐ ? ‘>ŽƚƚŝĞ ?ĐŽƵůĚďĞŝŵƉůĞŵĞŶƚĞĚǁŝƚŚŐƌŽƵƉƐŽĨ ?Žƌ ?Ǉoung people 
with a facilitator or peer-led. 
5.2 One-to-one direct with young people 
 ‘>ŽƚƚŝĞ ?ĐĂŶďĞƵƐĞĚin direct work with young people. For example, a young person might have 
been identified by school staff or health professionals as being at risk of CSE. A trained 
ĨĂĐŝůŝƚĂƚŽƌĐŽƵůĚƚŚĞŶŝŵƉůĞŵĞŶƚ ‘>ŽƚƚŝĞ ?ŝŶĂŽŶĞ-on-one session with this individual. 
5.3 Training professionals 
dŚĞƉƌŽĨĞƐƐŝŽŶĂůŵŽĚĞŽĨ ‘>ŽƚƚŝĞ ?ĐĂŶďĞƵƐĞĚƚŽƚƌĂŝŶƉƌŽĨessionals who work with young 
people in CSE. See page 6 for learning objectives for professionals. 
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6 Using the training activities effectively 
6.1 Ofsted 
In 2014 Ofsted published the first ever in-depth survey into how local authorities are dealing 
with the sexual exploitation of children.  
dŚĞƌĞƉŽƌƚ “dŚĞƐĞǆƵĂůĞǆƉůŽŝƚĂƚŝŽŶŽĨĐŚŝůĚƌĞŶ PŝƚĐŽƵůĚŶ ?ƚŚĂƉƉĞŶŚĞƌĞ ?ĐŽƵůĚŝƚ ? ?ǁĂƐ
ĐŽŵŵŝƐƐŝŽŶĞĚďǇKĨƐƚĞĚ ?ƐŚŝĞĨ/ŶƐƉĞĐƚŽƌ ?^ŝƌDŝĐŚĂĞůtŝůƐŚĂǁ ?ǁŝƚŚƚŚĞĂŝŵŽĨďƵŝůĚŝŶŐĂ
clearer picture of how well local authorities and partners are working to prevent child sexual 
exploitation in their area, what protection is being offered to victims, and how agencies are 
acting to pursue and prosecute abusers. 
The findings and recommendations from this report relate both to local authorities handling of 
CSE, as well as schools. 
The main finding is that local authorities and partners are not meeting their full responsibilities 
to prevent CSE in the area, protect victims, or pursue and prosecute perpetrators.  
Specifically, the report found: 
1. Inconsistency in the quality of care planning for young people, leaving some exposed to the 
risk of sexual exploitation 
2. That training in identifying the warning signs of sexual exploitation was of good quality, but 
was reaching an insufficient number of professionals 
3. All authorities investigated had taken some steps to increase wider community awareness 
of child sexual exploitation, including engagement with faith and community leaders, but 
these approaches tended to be ad hoc and reactive 
Ofsted recommendations for Local authorities 
1. All local authorities and partners should establish a targeted preventative and self-
protection programme on CSE. 
2. Local Safeguarding Children Boards (LSCBs) should ensure that an appropriate level of CSE 
training is available to all professionals in the local area who require it.  
 ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ĐĂŶďĞƵƐĞĚƚŽƚƌĂŝŶƉƌŽĨĞƐƐŝŽŶĂůƐƚŽďĞŵŽƌĞĂǁĂƌĞŽĨ^ ?ƚŚĞǁĂƌŶŝŶŐ
signs displayed by vulnerable young people and victims, the impact of CSE, and other factors 
such as prevention and education. 
Ofsted recommendations for Schools 
1. Local authorities and partners should consider how effective local schools are in raising         
awareness and protection children at risk of or who have suffered from sexual exploitation. 
2. Staff who spoke to inspectors indicated that training they received was generally of good 
quality and had significantly raised their awareness, giving them more confidence about 
their ability to identify and respond to CSE triggers. Conversely, staff who had not attended 
training spoke of their vulnerability and anxiety about missing opportunities to effectively 
protect children.  
3. The Ofsted January 2015 School Inspection Handbook states that inspectors should consider 
 ‘ƚŚĞƐƵĐĐĞƐƐŝŶŬĞĞƉŝŶŐƉƵƉŝůƐƐĂĨĞ ?ǁŚĞƚŚĞƌǁŝƚŚŝŶƐĐŚŽŽůŽƌĚƵƌŝŶŐĞǆƚĞƌŶĂůĂĐƚŝǀŝƚŝĞƐ
through, for instance, effective risk assessments, e-safety arrangements and action taken 
ĨŽůůŽǁŝŶŐĂŶǇƐĞƌŝŽƵƐƐĂĨĞŐƵĂƌĚŝŶŐŝŶĐŝĚĞŶƚ ? ?&ƵƌƚŚĞƌŵŽƌĞ ?ŝŶƐƉĞĐƚŽƌƐƐŚŽƵůĚĐŽŶƐŝĚĞƌ ‘ƚŚĞ
extent to which pupils are able to understand, respond to and calculate risk effectively, for 
example risk associated with child sexual exploitation, domestic violence, female genital 
mutilation, forced marriage, substance misuse, gang activity, radicalisation and extremism 
ĂŶĚĂƌĞĂǁĂƌĞŽĨƚŚĞƐƵƉƉŽƌƚĂǀĂŝůĂďůĞƚŽƚŚĞŵ ? ? ?dŚŝƐĂůƐŽŝŶĐůƵĚĞƐƌŝƐŬƐĂƐsociated with e-
safety and relationships among others).  
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ƐǁĞůůĂƐĞĚƵĐĂƚŝŶŐǇŽƵŶŐƉĞŽƉůĞŽŶ^ ?ŝŶĐůƵĚŝŶŐƌŝƐŬƐĂŶĚĂǁĂƌĞŶĞƐƐ ? ‘>ŽƚƚŝĞ ?ĂůƐŽĐŽǀĞƌƐ






Safeguarding Children and Young People from Sexual Exploitation: Supplementary Guidance. 
HM Government (2009). 
Keeping Children Safe in Education: Statutory guidance for schools and colleges. Department 
for Education (2014). 







related to CSE 
Ensure staff are 
well trained in 
identifying pupils 
at risk of harm 




related to CSE  
Enable staff to 
understand 
warning signs  
related to CSE 
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6.2 Character profiles 
ĞůŽǁĂƌĞƚŚĞĐŚĂƌĂĐƚĞƌƉƌŽĨŝůĞƐĂŶĚƉŽŝŶƚƐƚŽĐŽŶƐŝĚĞƌĂďŽƵƚƚŚĞĐŚĂƌĂĐƚĞƌƐǁŝƚŚŝŶ ‘>ŽŽŬŝŶŐ





 ?Lottie is  a 'normal' fourteen 
year old girl, with family and 
friends that she enjoys 
spending time with 
 ?She - along with her friend 
Chloe - takes interest in the 
boys at her school and wishes 
to meet others 
 ?She is adept at using social 
media, unlike her mum 
 
Lottie's friends 
 ?Lottie's friends have different 
opinions on her relationship 
 ?Chloe, her best friend, is the 
most supportive 
 ?Jamila is the most sceptical and 
concerned about who Jake is 
 ?All of them are worried about 
Lottie eventually 
Lottie's family 
 ?Lottie lives with her mother 
and younger brother, Nick. 
 ?Her mother is not familiar with 
social networking and her 
brother is too young to use it  
 ?Her mother is often away from 
home and her father is absent 
'Jake' 
 ?'Jake' feels abandoned by his 
friends who have all moved on 
to other things 
 ?Unlike them, 'Jake' is now NEET 
- not in education, employment 
or training 
 ?He enjoys gaming and has a 
great deal of spare time to fill 
 ?He does not get along with his 
parents and has little money 
'Jake's' friends 
 ?'Jake's' friends have all moved 
on to other things, such as uni 
and apprenticeships 
 ?Despite this, it is clear that they 
would like to keep in contact 
and remain friends with 'Jake' 
 ?Harry, at least, is concerned 
about the new people 'Jake' 
has befriended. 
'Jake's' gang 
 ?The gang 'Jake' meets are keen 
for him to join 
 ?They recognise that 'Jake' 
desires a social circle again and 
befriend him 
 ?They also know that  'Jake' has 
no money and no job - they 
offer to pay for things for him 
 ?This causes more conflict with 
'Jake's' parents who want him 
to get a job 
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6.3 Scene guide 




 ?Young people: Safe internet use (e.g. 
posting photos of family and friends, geo 
location). 
Under 18s nights and keeping safe 
 
 ?Professionals: Safe internet use.  
Different social media applications. 
Under 18s nights and keeping safe 
 
Scene 2 
 ?Young people: Meeting someone you do 
not know very well 
Getting to know someone better 




 ?Professionals: Safety when meeting new 
people 
Grooming 
Involving parents in online life 
Culture and CSE 
Scene 3 
 ?Young people: Keeping a relationship 
secret 
Intimacy and the speed of online 
relationships 
 
 ?Professionals: Online identity and 
behaviour vs  real world 
Keeping a relationship secret 
Scene 4 
 ?Young people: Balancing time with friends 
and boyfriend 




 ?Professionals: Intimate pictures 
Grooming strategy 
Role of friends 
Parents and internet use 
 




 ?Young people: Grooming and expensive 
gifts 
Friendships 
The consequences of sharing intimate 
pictures 
 
 ?Professionals: Risks involved in taking 
intimate pictures 
Overt grooming and manipulation 
Scene 6 
 ?Young people: Impact of events on mood 
dĞŶƐŝŽŶďĞƚǁĞĞŶ>ŽƚƚŝĞ ?ƐĨƌŝĞŶĚƐĂŶĚ:ĂŬĞ 
:ĂŬĞŵĞĞƚƐ>ŽƚƚŝĞ ?ƐŵƵŵ 
Jake sends Lottie a link to an explicit video 
Sexual health issues 
 ?WƌŽĨĞƐƐŝŽŶĂůƐ PĞƚĞƌŝŽƌĂƚŝŽŶŽĨ>ŽƚƚŝĞ ?ƐŵŽŽĚ
and health 
Models of sexual offender theory 
Normalisation of sexual behaviour 
Sexual health issues 
Scene 7 
 ?zŽƵŶŐƉĞŽƉůĞ PŚĂŶŐĞƐŝŶ>ŽƚƚŝĞ ?ƐŵŽŽĚ 
Role of friends 
Is Lottie in danger? 
Sexual health 
 
 ?Professionals : Grooming tactics 
Serious sexual assault 
Multiple online profiles 




 ?Young people: Online friendships 






Risk factors and vulnerabilities 
Gangs 
Grooming 
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7 Training activities for Ǯǯ 
 
The following pages provide details on specific areas to focus on as you go through the scenes, 
and suggestions for discussion and activities.  
Your feedback is always welcomed so get in touch if you want to share how you have used 
 ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ?ƌĞƐŽƵƌĐĞƐǇŽƵƌƐĞůĨŽƌŚĂǀĞƐƵŐŐĞƐƚŝŽŶƐŽƚŚĞƌĂĐƚŝǀŝƚŝĞƐ ?ĚŝƐĐƵƐƐŝŽŶƐƚŚĂƚ
you feel have worked well for you. 
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7.1 WORKSHEET 1: Scene1 Ȃ Before meeting Jake  
Consider the below professional questions in the context of your own practice and 
organisation, and encourage your students to discuss the questions for young people amongst 
themselves. 
Keywords: social media, privacy, geolocation, security 
Social networking task 
  
How well do you 
know the different 
social media 
platforms? Try the 
social networking 
task (p. 22) 
 
The selfie culture - 
why do people 
share their lives in 
this way? Is it 
provocative? 
 
Lottie shares her 
location in some of 






Why do people 
vlog? What might 
Lottie talk about 
in her vlog? What 
are the risks of 
this? 
Does Lottie talk 
more frankly in 
certain media than 
others? 
What different kinds of social 
media do you use? What for? 
 
How do you keep yourself 
safe online? How can you 
make yourself safer? 
 
Is it ok to share some 
locations but not others? 
(e.g. the rec vs the school) 
Are you aware of apps that 
track geotags?  
Do you vlog? Why? What do 
you share in your vlog? Do 
you have any concerns about 
who views your vlog? 
 
Questions for young people Questions for professionals 
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Social networking task 
Below are some logos for popular social networks, applications and sites which are used by young 
people. Complete the table by naming the site, stating what it is used for and describing one 
positive and one negative aspect of the site.  
 
Answers are provided at the back of the training pack. 
 
What is it? What is it used for? One positive comment and 
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7.2 WORKSHEET 2: Scene 2 Ȃ After the under 18s night 
Consider the below professional questions in the context of your own practice and 
organisation, and encourage your students to discuss the questions for young people amongst 
themselves. 
Keywords: relationships, family, online identity  
Consider how 
trusting Lottie is 
being by giving Jake 
her personal 
information so soon - 
what are the risks of 
this? 
 
Why does Jake 
private message 
Lottie instead of 
posting publicly on 
her wall? 
 
Lottie talks about and 
shares images of her 
little brother, who is 
too young to be on 
social networking sites 
- what are the risks 
here? 
What do Lottie's 
statuses on January 
30th indicate about 
her home life?  
How can you keep yourself 
safe, having already given 
someone your personal 
information? 
Consider how you private 
message - would you say the 
same things to someone in a 
face-to-face conversation? 
What are the dangers in 
Lottie posting that she and 
her brother are often home 
alone? 
Questions for young people Questions for professionals 
>ŽƚƚŝĞ ?ƐŽŶůŝŶĞŝĚĞŶƚŝƚǇŝƐ
important to her. Have you 
ever felt under pressure to 
ďĞƐŽŵĞŽŶĞǇŽƵ ?ƌĞŶŽƚ
online? 
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7.3 WORKSHEET 3: Scene 3 Ȃ Meeting Jake  
Consider the below professional questions in the context of your own practice and 
organisation, and encourage your students to discuss the questions for young people amongst 
themselves. 
Keywords: relationships, online identity, priorities 
  
Discuss how quickly 
the relationship 
between Lottie and 
Jake has developed 
and the 




the positives in her 
life. Why might this 







Lottie's wants and 
needs right now - 
why might this be? 
 
What do the 
messages on 2nd 
Feb indicate about 
Lottie's priorities in 
her relationships? 
 Lottie posts about 
being home alone - 
identify the risks 
regarding privacy 
and security.  How 
can she better 
protect herself? 
Think about how fast Lottie 
ĂŶĚ:ĂŬĞ ?ƐƌĞůĂƚŝŽŶƐŚŝƉŝƐ
progressing. Is this typical 
ŽĨǇŽƵŽƌǇŽƵƌĨƌŝĞŶĚƐ ? 
relationships? 
Questions for young people Questions for professionals 
Have you ever felt you had 
to make your life look 
better online than it 
actually was? Why? 
 
Consider what Jake might 
want from Lottie that he 
can't get from girls his own 
age. Do you think Lottie has 
considered this? 
What might be the effects 
of Lottie prioritising her 
time with Jake over her 
friendships? 
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7.4 WORKSHEET 4: Scene 4 Ȃ Jake and Lottie are in a relationship  
Consider the below professional questions in the context of your own practice and 
organisation, and encourage your students to discuss the questions for young people amongst 
themselves. 
Keywords: sexting, grooming 




Discuss why she 
hasn't told her 
mum about Jake? 
 
Jake gives Lottie 
lots of presents 
- is this normal?  
What is sexting? 
Why do young 
people do it? 
What are the 
associated risks? 
Lottie's mum is 
not familiar with 
social networking 
sites - what 
problems does 
this present and 
how can she be 
helped? 
Why might Jake 
be posting more 
private messages 
to Lottie now? 
Why might Lottie's mum 
want to know about her 
relationship?  What is the 
best way to talk to parents 
or care-givers about your 
relationships? 
 
How would feel and act if 
someone kept buying you 
expensive presents? What if 
they asked you for a big 
favour later - would you feel 
like you owed them?  
 
Jake has asked for nude 
images from Lottie- is this a 
normal request amongst 
teenagers? How would you 
and your friends react? 
>ŽŽŬƵƉ ‘/W/d ?ďy Childline. 
Questions for young people Questions for professionals 
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Sexting 
Sexting is also known as 'self-generated indecent images', wherein people - 
sometimes minors - take pictures of themselves and send them to others or 
post them online. 
Young people may do this for several reasons, including peer pressure, 
believing that they will be better liked by their partner, and the belief that it's 
just 'harmless fun'. 
However, they may not realise that they may be breaking the law. Possession 
of indecent images of a minor is an offence under the Protection of Children 
Act 1978 and the Criminal Justice Act 1988. 
Although generally it is not beneficial or in the public interest to prosecute 
children, it is nevertheless possible and anyone prosecuted could be put on 
the sex offenders register. 
There are also social consequences to sexting, especially as when an image is 
posted online, it is nearly impossible to remove it. Young people can be 
haunted by such images for a long time, and bullied as a result. 
 ?See the cases of Jessica Logan and Hope Whitsell, who both committed suicide as a 
result of bullying from sexting, in the cyberbullying worksheet 
 ?'Revenge porn' is a phenomenon by which people upload nude or explicit images of 
their exes onto public websites without their consent 
There are resources available to children who want help or advice about sexting. 
For example, the Childline 'ZIPIT' app is free to download for iPhone and Android 
and is very useful when it comes to dealing with a situation in which someone 
asks for explicit pictures. 
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7.5 WORKSHEET 5: Scene 5 Ȃ ǯ 
Consider the below professional questions in the context of your own practice /organisation. 
Encourage your students to discuss the questions for young people amongst themselves. 
<ĞǇǁŽƌĚƐ PĨƌŝĞŶĚƐŚŝƉ ?sĂůĞŶƚŝŶĞ ?ƐĂǇ ?ƐĞǆƚŝŶŐ 
 
  
Jake makes a public 
post about using 
Quicksnap (a fictional 
picture messaging 
app) with Lottie. 
Lottie's friend is 
concerned. How 
should she tackle this 
with Lottie? 
 
Jake's presents are 
getting more 
frequent and more 
expensive. What  
is the best advice 
to give to young 
people about this? 
 
Jake says he loves 




Lottie of this?  
Jake has 
successfully 
groomed Lottie to 
take the photos.  
What combination 
of techniques has 
he used? 
Why might Jake be 
annoyed that Lottie 
is taking photos of 
him? 
Would you be concerned 
about a friend if you saw a 
ŵĞƐƐĂŐĞůŝŬĞ:ĂŬĞ ?ƐĂďŽƵƚƚŚĞ
 ‘YƵŝĐŬƐŶĂƉƐĞƐƐŝŽŶ ? on their 
page? 
 
Questions for young people Questions for professionals 
What do you think about 
Valentine's Day? Why might 
Lottie's behaviour change 
around this time? 
Contrast Jamila and Chloe's 
response to Jake's behaviour. 
Would your response be 
more like Chloe's or more 
like Jamila's? Why? 
 
Watch the videos Lottie 
posts in this scene. What 
should Lottie really be 
concerned about, other than 
how she looks and whether 
Jake is happy? 
  
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7.6 WORKSHEET 6: Scene 6 Ȃ ǯ 
Consider the below professional questions in the context of your own practice and 
organisation, and encourage your students to discuss the questions for young people amongst 
themselves. 
Keywords: cyberbullying, family, work life balance 
How can we alert 
parents to 
understand grooming 
behaviour?  Lottie's 
mum is just seeing 
Jake as a generous 
boyfriend. 
 
What actions can 
Lottie take now that 
her images have 
been shared? 
Look at Lottie's status 
on the 18th of March 
and her response to 
Chloe's concern.   
What is the  likely 
implication of this? 
Has Jake made a 
mistake by publicly 
telling people to stop 
harassing Lottie? 
What effect might 
this have on Lottie's 
friends and their 
thoughts on Jake? 
Would your parents allow you 
to behave this way with 
someone you brought home? 
Why do you think? 
 
Liam was a good friend to tell 
Lottie about the images, but 
how could this conversation 
have gone differently? (see 
cyberbullying worksheet) 
 
How can Lottie keep a better 
balance between her 
boyfriend, her friends, and 
the time she spends on other 
activities, such as 
homework? 
Look at Lottie's last status 
and the comments on it. 
How has Lottie's attitude 
towards Jake changed? Do 
you think this is a minor spat 
or significant? 
 
Questions for young people Questions for professionals 
Do you worry about 
screenshotting etc. when you 
send sensitive information 
using apps? 
 
 Centre for Child Protection, University of Kent  Page 26 of 37 
Cyberbullying 
Cyberbullying is the use of information and communication 
technology to deliberately harrass, intimidate, humiliate, hurt or 
manipulate someone. Although adults can also be the victims of 
cyberbullying, it is frequently an issue for children and young 
teenagers. (http://www.stopbullying.gov/cyberbullying/what-is-it/) 
Some of the most severe and tragic instances of cyberbullying have 
been the result of sexting. For example, 18-year-old Jessica Logan 
committed suicide in 2008 after cyberbullying which began after 
her ex-boyfriend shared a nude image she had sent to him. 
Controlling your privacy settings on social networking profiles may 
help prevent cyberbullying. There is the ability to block and/or 
report users on most social networking sites, and to control who 
sees posts.  
Whilst bullying and cyberbullying is not illegal in itself, harrassment 
or threatening behaviour can be. Cyberbullies may be breaking the 
law. 
See the Childline page on how to stop bullying on the most popular 
social networking sites: 
http://www.childline.org.uk/Explore/Bullying/Pages/social-
networks.aspx  
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7.7 WORKSHEET 7: Scene 7 Ȃ ǯ 
Consider the below professional questions in the context of your own practice and organisation, 
and encourage your students to discuss the questions for young people amongst themselves. 
Keywords: body image, sex education  






How might the 
images of models 
that Jamila told 
Lottie about 
make her feel? 
 
Discuss how Jake 
is manipulating 
Lottie by 
agreeing to meet 
her friends 
 
What do you 
think the purpose 
of the party is?  
Would you be worried if your 
friend kept missing school? 
What could do you do to help 
them? 
 
Watch the CEOP video 
 ‘ŽŶƐĞƋƵĞŶĐĞƐ ? ?&ŽůůŽǁƚŚĞ
link from Moodle). Did you 
know that around 30% of 
child sex exploitation is peer 
abuse? 
How could you keep yourself 
safe at a party like the one 
Lottie is going to? Why do 
ǇŽƵƚŚŝŶŬ>ŽƚƚŝĞĚŝĚŶ ?ƚŝŶǀŝƚĞ
her friends too? 
 
Why does Lottie lie to Chloe 
about the safe sex advice? Is 
ƚŚŝƐƐŽŵĞƚŚŝŶŐǇŽƵ ?ĚƚĂůŬ
about with your friends? 
 
 
Questions for professionals Questions for young people 
Why does Lottie keeping 
sending pictures even though 
she has concerns? 
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7.8 WORKSHEET 8: Scene 8 Ȃ ǯ 
Consider the below professional questions in the context of your own practice and organisation, 
and encourage your students to discuss the questions for young people amongst themselves. 
Keywords: gangs, gang initiation, loneliness, vulnerability, online gaming, grooming 
What is different 





Is James' use of 
gaming healthy? 




Why doesn't James 
share his friend's 
concerns about 
'Skillface' and the 
rest of the gang? 
 
Why does James want 
to belong to a gang 
and what are the 
likely consequences? 
What gangs are there 
where you work? 
 
Discuss all the things in 
:ĂŵĞƐ ?ƉƌŽĨŝůĞƚŚĂƚĚŝĨĨĞƌ
ĨƌŽŵǁŚĂƚŚĞ ?ƐƐĂŝĚĂƐ:ĂŬĞ ? 
 
 
Questions for professionals Questions for young people 
What do you think about 
what James did? Why do you 
think he did it? 
 
 
Why does James want to join 
a gang?  What gangs are 
there in your area? 
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7.9 Further discussion 
dŚĞƌĞĂƌĞƐĞǀĞƌĂůŝƐƐƵĞƐƚŽƵĐŚĞĚŽŶŽƌŝŵƉůŝĞĚŝŶ ‘Looking ŽƵƚĨŽƌ>ŽƚƚŝĞ ?ǁŚŝĐŚĂƌĞĞƋƵĂůůǇ as 
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9 Case studies 
9.1 Oxford grooming case: girl three 
Girl Three was one of six girls groomed and sexually abused by a gang of men in Oxford over a 
period of several years. She, like several others of the victims, was already in troubled 
circumstances having been abused as a child and taken into care. She was twelve years old by 
the time she encountered the men and had been adopted, but sometimes drank and ran away 
from home. Her abuse began in 2005. 
The first man she met was Mohammed Karrar, who, along with two brothers Akhtar and Anjum 
Doghar, befriended her, gaining her trust and offering her drink and drugs. Initially she was 
given marijuana, which later escalated into harder drugs like crack cocaine. As she became 
addicted to crack cocaine, Karrar began to ask for sexual acts with other people from her in 
exchange for the drugs. Girl Three was given more and more drugs in exchange for more 
extreme acts, being trafficked all over the country to be prostituted in guest houses from 
Manchester to London. 
/ŶEŽǀĞŵďĞƌ ? ? ? ? ?'ŝƌůdŚƌĞĞǁĂƐƌĂƉĞĚĂŶĚďĞĂƚĞŶďǇ<ĂƌƌĂƌ ?ƐďƌŽƚŚĞƌĂƐƐĂŵƚŽƚŚĞƉŽŝŶƚ
that she was afraid that she would die.  Despite being used in this way, and on one occasion 
being given so much crack cocaine that she was hospitalised, she had been groomed so 
effectively that she still believed the men were her friends, who were giving her what she 
ŶĞĞĚĞĚ ? ?/ǁĂƐƐƚŝůůƵŶĚĞƌƚŚĞŝůůƵƐŝŽŶƚŚĂƚƚŚĞǇĐĂƌĞĚĂďŽƵƚŵĞ ?Ƶƚ/ĚŝĚŶ ?ƚĨĞĞů/ŚĂĚĂĐŚŽŝĐĞ ? ? 
As part of the grooming process, the men had sought to distance Girl Three from her adoptive 
mother, who had found very little help when she went to authorities with concerns that her 
child was in abusive relationships. The cycle was finally broken when, threatened by the gang, 
'ŝƌůdŚƌĞĞ ?ƐĂĚŽƉƚŝǀĞŵŽƚŚĞƌƐƵĐĐĞƐƐĨƵůůǇŵŽǀĞĚƚŚĞŵďŽƚŚĂǁĂǇĨƌŽŵƚŚĞĂƌĞĂŝŶ ? ? ? ? ?dŚĞ
gang did not pursue them and were eventually convicted in 2010 when a detective built an 
independent case against them with testimony from five other victims of the gang. 
Girl three has suffered emotional consequences as a result of her ordeal and suffers from low 
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9.2 Manchester grooming case: Uddin brothers and Robert Jackson 
Two girls were groomed and subsequently sexually abused by brothers Shamin and Giash Uddin 
and their friend Robert Jackson between 2009 and 2011. One of the victims, who met Shamin 
ǁŚĞŶƐŚĞǁĂƐ ? ? ?ďĞůŝĞǀĞĚŚŝŵƚŽďĞŚĞƌďŽǇĨƌŝĞŶĚ P “At the very beginning, I did feel safe 
around the men. They worked to gain my trust and recognise where I was vulnerable and to 
ƌĞĐŽŐŶŝƐĞŵǇŝŵŵĂƚƵƌŝƚǇ ? ?ŽƚŚŐŝƌůƐǁĞƌĞŐƌŽŽŵĞĚǁŝƚŚĞǆƉĞŶƐŝǀĞŐŝĨƚƐ ?ĂůĐŽŚŽůĂŶĚĚƌƵŐƐ ?
They were given constant attention and thought that they were obliged to repay the men with 
sexual favours. 
The men facilitatĞĚƚŚĞďƌĞĂŬĚŽǁŶŽĨƚŚĞƌĞůĂƚŝŽŶƐŚŝƉƐǁŝƚŚŝŶƚŚĞŐŝƌůƐ ?ĨĂŵŝůŝĞƐ ?ŝƐŽůĂƚŝŶŐƚŚĞŵ ?
Their grades began to drop and they rarely went home. The girls were emotionally manipulated 
and believed that their relationships with the men were normal. They were brought to parties 
and plied with alcohol until they were so drunk they could hardly stand, before being raped. 
In 2011, social workers became concerned about the frequent disappearances of girls from 
their homes in the area and an investigation was launched by the police. Shamin Uddin was 
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9.3 Rochdale grooming case 
A fifteen year old girl was befriended by a group of men who groomed her by giving her free 
alcohol, cigarettes and taxi rides, for which no payment was asked initially. However, after 
spending time with the men became a comfortable and regular habit, she was asked to go 
ƵƉƐƚĂŝƌƐŝŶƚŚĞƚĂŬĞĂǁĂǇƐŚŽƉƚŚĂƚǁĂƐƚŚĞďĂƐĞŽĨƚŚĞŵĞŶ ?ƐŽƉĞƌĂƚŝŽŶƐĂŶĚƚŽůĚƚŚĂƚƐŚĞŚĂĚ
to repay everything they had given her with sexual favours.  
 “At first I felt really bad, dirty and ashamed. But after a while it had been going on for so long 
ĂŶĚǁŝƚŚƐŽŵĂŶǇĚŝĨĨĞƌĞŶƚŵĞŶ ?/ĚŝĚŶ ?ƚĨĞĞůĂŶǇƚŚŝŶŐƚŽǁĂƌĚƐŝƚĂŶǇŵŽƌĞ ? ?
She was trafficked around the town of Heywood to various private houses and flats to have sex 
with up to five men a day. This continued for months until, in 2008, drunk and angry, she 
arrived in the takeaway shop and smashed the counter. The men called the police and had her 
arrested and she gave an interview to the police detailing the abuse she had suffered. However, 
although she was believed by the police, in summer 2009 the prosecution was dropped due to 
the review by the Crown Prosecution Service that decided she would not make a credible 
witness, and the abuse continued whilst she was living ǁŝƚŚ ‘ƚŚĞ,ŽŶĞǇDŽŶƐƚĞƌ ? ?ĂŶŽůĚĞƌŐŝƌů
who had been a victim herself but was now a recruiter for the men. She moved back home in 
fear and four nine months was too scared to leave the house without a parent with her. 
In 2011, the case was reopened and nine men were prosecuted as a result. The victim suffered 
great emotional problems as a result of her ordeal, including alcohol abuse and suicidal 
thoughts, but now has come to terms with her past and feels able to deal with it, and wants to 
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9.4 ǲǳ 
 “ŚůŽĞ ? ?ŶĂŵĞĐŚĂŶŐĞĚĨŽƌĂŶŽŶǇŵŝƚǇ )ǁĂƐŐƌŽŽŵĞĚŽŶůŝŶĞǁŚĞŶƐŚĞǁĂƐƚǁĞůǀĞǇĞĂƌƐŽůĚďǇĂŵĂŶ
who was posing as his teenage son. She was partially vulnerable to grooming due to her home problems 
 W her parents were divorced and rarely showed her much affection. During the grooming, Chloe never 
suspected that her abuser was anything other than he said he was, and found him very likeable and easy 
ƚŽƚĂůŬƚŽ P “,Ğ ?ĚĨŝŶĚƚŚŝŶŐƐŽƵƚĂďŽƵƚŵĞĨŝƌƐƚĂŶĚƚŚĞŶƐĂǇǇĞĂŚ/ůŝŬĞƚŚĂƚƚŽŽĂnd I like this. So it was 
like, it was almost like he was using my responses to shape who he was, so he could pretend to be this 
ƉĞƌƐŽŶƚŚĂƚ/ůŝŬĞĚŝŶŽƌĚĞƌƚŽŐĞƚǁŚĂƚŚĞǁĂŶƚĞĚĨƌŽŵŵĞ ? ?,ĞĨƌĞƋƵĞŶƚůǇĐŽŵƉůŝŵĞŶƚĞĚŚůŽĞĂŶĚ
told her that he loved her. Contact grew from speaking online in the evenings, to texting throughout the 
ĚĂǇĂŶĚĐĂůůŝŶŐĂƚŶŝŐŚƚ ?dŚĞĐŽŵƉůŝŵĞŶƚƐďĞĐĂŵĞŵŽƌĞƐĞǆƵĂůŝŶŶĂƚƵƌĞĂŶĚŚůŽĞ ?ƐĂďƵƐĞƌďĞŐĂŶƚŽ
ĂƐŬŚĞƌĨŽƌĞǆƉůŝĐŝƚƉŝĐƚƵƌĞƐĂŶĚǁĞďĐĂŵĐŚĂƚƐ ? “dŚĞƌĞǁĂƐŶ ?ƚƌĞĂůůǇĂŶǇƉƌĞƐƐƵƌĞ until after I sent one or 
two like after, like the first one, that was like that was just fun, you know that was just exciting and I had 
ŵǇƵŶĚĞƌǁĞĂƌŽŶƐŽŝƚǁĂƐŶ ?ƚůŝŬĞŵĂƐƐŝǀĞůǇďĂĚŽƌĂŶǇƚŚŝŶŐ ?/ƚŚŽƵŐŚƚŽŚǁĞůůŝƚ ?ƐŽŶůǇůŝŬĞďĞŝŶŐŝŶĂ
bikini; that ǁĂƐŵǇũƵƐƚŝĨŝĐĂƚŝŽŶŝŶŵǇŚĞĂĚǇŽƵŬŶŽǁ QŚĞĂƐŬĞĚŵĞƚŽĚŽƚŚŝŶŐƐŽŶǁĞďĐĂŵĂŶĚǇŽƵ
ŬŶŽǁ/ĚŝĚďĞĐĂƵƐĞŝƚǁĂƐĨƵŶĂŶĚǇŽƵǁĞƌĞŶ ?ƚƐƵƉƉŽƐĞĚƚŽĚŽŝƚ ?ǁŚŝĐŚŵĂĚĞŝƚĞǀĞŶŵŽƌĞĨƵŶ ? ? 
tŚĞŶĂƐŬĞĚƚŽŐŽŽŶǁĞďĐĂŵŝŶƌĞƚƵƌŶ ?ŚůŽĞ ?ƐĂďƵƐĞƌƵƐĞĚƚŚĞĞǆĐƵƐĞƚŚĂƚŚŝs webcam was broken; 
however, he later used a video of his son to show Chloe, who believed it was the person she was talking 
to. Whilst there may have been no initial pressure to do what he wanted, her abuser also began to 
threaten Chloe with showing her father the conversations, images and videos she had sent unless she 
ĐŽŶƚŝŶƵĞĚƚŽĚŽĂƐŚĞƚŽůĚŚĞƌ ? “ĞĐĂƵƐĞǇŽƵŬŶŽǁǇŽƵ ?ĚĚŽŶĞŝƚŽŶĐĞŽƌƚǁŝĐĞƚŚĞǇũƵƐƚĞǆƉĞĐƚŝƚĂůůƚŚĞ
ƚŝŵĞĂŶĚƚŚĞŶŝĨǇŽƵƚƌǇĂŶĚƐĂǇůŝŬĞŽŚ/ĚŽŶ ?ƚǁĂŶƚƚŽƚĂůŬĂďŽƵƚƚŚĂƚŽƌǁŚĂƚĞǀĞƌ ?ŚĞ ?ĚůŝŬĞƚŚƌĞĂƚĞŶŽƌ
ďůĂĐŬ ?ŵĂŝů ) ?ůŝŬĞ/ ?ůůƐĞŶĚǇŽƵƌĂĚĂůůƚŚĞĐŚĂƚůŽŐƐŝĨǇŽƵĚŽŶ ?ƚ ? ? 
ŚůŽĞ ?ƐĂďƵƐĞƌǁĂƐƌĞůƵĐƚĂŶƚƚŽŵĞĞƚŽĨĨůŝŶĞ ?ƉƌĞƐƵŵĂďůǇĚƵĞƚŽŚŝƐĚĞĐĞƉƚŝŽŶ ?ĂŶĚƚŚĞƉŽůŝĐĞďĞĐĂŵĞ
ŝŶǀŽůǀĞĚďĞĨŽƌĞĂŶǇŵĞĞƚŝŶŐŽĐĐƵƌƌĞĚ ?ƚŚƵƐ ?ŚůŽĞ ?ƐĂďƵƐĞǁĂs purely online. Following the arrest, 
Chloe experienced several negative consequences. She did not receive any immediate support via 
ĐŽƵŶƐĞůůŝŶŐŽƌĨƌŽŵĂƐŽĐŝĂůǁŽƌŬĞƌĂŶĚŚĞƌĨĂŵŝůǇǁĂƐŶŽƚƐƵƉƉŽƌƚŝǀĞ P “DǇĂĚĐĂŵĞĂŶĚŚĞŚŝƚŵĞ ?
Yeah, he blamed me for ƚŚĂƚĐŽŵƉůĞƚĞůǇ ?ƚŚĂƚǁĂƐĂůůŵǇĨĂƵůƚ ?ƚŚĂƚǁĂƐŶ ?ƚƚŚĞƉĂĞĚŽƉŚŝůĞƚŚĂƚŐƌŽŽŵĞĚ
ŵĞƚŚĂƚǁĂƐŵǇĨĂƵůƚƚŚĂƚǁĂƐ ?/ǁĂƐƚŚĞůŝƚƚůĞǁŚŽƌĞ ? ?^ŚĞůĂƚĞƌďĞĐĂŵĞĚĞƉƌĞƐƐĞĚĂŶĚƐĞůĨ-harmed. 
Eventually her school detected her depression and provided counselling. Interviewed later, at the age of 
18, she had succeeded in having a healthy relationship and felt she had moved past the abuse. 
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10 Reference list and general resources to support use of 
Ǯǯ  
10.1 Ǯǯ 




NSPCC case studies involving children at risk of being, or who have been, sexually exploited 
http://www.nspcc.org.uk/Inform/resourcesforprofessionals/sexualabuse/sexual_exploitation_p
ractice_wda85129.html#case  
Berelowitz (2013) Warning signs and vulnerability checklist (p.108) 
http://dera.ioe.ac.uk/18861/1/If_only_someone_had_listened_Office_of_the_Childrens_Com
missioners_Inquiry_into_Child_Sexual_Exploitation_in_Gangs_and_Groups.pdf  
Department of Education: what to do if you think a child is being sexually exploited 
http://www.cheshirewestlscb.org.uk/wp-content/uploads/2012/11/Step-by-Step-Guide.pdf 
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11 Social networking task answers 
What is 
it? 
What is it used for? One positive comment and one 
problem with the site 
 
Youtube 
- Video hosting site, adult content not permitted 
- Allows user to share, like, comment on and collect their favourite videos into playlists. Can 
also message other users. 
- Sometimes there is bullying, trolls (deliberately antagonising users who just want to start an 
argument) making inflammatory comments. 




- To block someone: https://www.whatsapp.com/faq/en/android/21080506 
 
Skype 
- Skype allows users to call and instant message (IM) friends using their email, one-on-one or 
in groups. It can be used with a webcam for video calls.  
- Because you can use a webcam there is the danger of young people taking and sharing 
indecent images which may be disseminated later. 




- Extremely popular social networking site, adult content not permitted 
- Allows users to add friends, family, share images, statuses, videos, and like and comment on 
all of these things 
- Bullying sometimes occurs on Facebook and occasionally hateful or threatening pages may 
be set up, but are usually taken down quickly 
- To block or report users: http://en-gb.facebook.com/help/168009843260943 
 
Ask.fm 
- A social networking site that allows users to invite questions (and post answers) from other 
users and anonymous people. 
- Although it is possible to report abusive users, Ask.fm has had severe cyberbullying 
problems and has been linked to suicides due to cyberbullying  
(http://www.bbc.co.uk/news/uk-england-leicestershire-23584769) 
- Ask.fm abuse policy: http://ask.fm/about/safety/abuse-policy 
 
Snapchat 
- ƉŚŽƚŽŵĞƐƐĂŐŝŶŐĂƉƉůŝĐĂƚŝŽŶ ?ŝŶǁŚŝĐŚƵƐĞƌƐŵĂǇƐĞŶĚ ‘ƐŶĂƉƐ ? or images, videos and 
drawings, sometimes with captions, to other users. The sender controls how long the snap 
is available for (from 1  W 10 seconds) and then it is deleted from the Snapchat servers and 
ƚŚĞƌĞĐŝƉŝĞŶƚ ?ƐĚĞǀŝĐĞ ? 
- Snapchat is used for sexting and whilst it would seem to be safe due to the fact that snaps 
only last a maximum of ten seconds, it is possible to screenshot and save the images (like 
Jake does with Lottie on Quicksnap). 
- Researchers have found, however, that most users are aware of this feature and do not use 
Snapchat for sexting or sending sensitive information (Roesner, Franziska, Brian T Gill, and 
dĂĚĂǇŽƐŚŝ<ŽŚŶŽ ? “^Ğǆ ?>ŝĞƐ ?Žƌ<ŝƚƚĞŶƐ ?/ŶǀĞƐƚŝŐĂƚŝŶŐƚŚĞhƐĞŽĨ^ŶĂƉĐŚĂƚ ?Ɛ^ĞůĨ-Destructing 
DĞƐƐĂŐĞƐ ? ?&ŝŶĂŶĐŝĂůƌǇƉƚŽŐƌĂƉŚǇĂŶĚĂƚĂSecurity Conference, 2014.) 
- Reporting users: https://support.snapchat.com/ca/abuse 
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Instagram 
- A mobile photo-sharing, video-sharing and social networking app that allows its users to 
take pictures and videos and share them on Facebook and other social networking sites 
- Instagram has strict rules about may or may not be posted, and prohibits images of nudity, 
gore or drug use 
- Anyone can view all the images on a public profile so young people should consider making 
their account private 
- Users can be reported in-app or here: https://help.instagram.com/519598734752872 
 
Twitter 
- dǁŝƚƚĞƌŝƐĂŵŝĐƌŽďůŽŐŐŝŶŐǁĞďƐŝƚĞǁŚŝĐŚĂůůŽǁƐƵƐĞƌƐƚŽƉŽƐƚ ‘ƚǁĞĞƚƐ ?ŽĨ ? ? ?ĐŚĂƌĂĐƚĞƌƐŽƌ
less, and also share links, videos and images. 
- How to report violations: https://support.twitter.com/groups/56-policies-
violations/topics/238-report-a-violation/articles/15789-how-to-report-violations 
- According to nobullying.com, Twitter was one of the most likely sites young people can get 
cyberbullied on (http://nobullying.com/cyberbullying-bullying-statistics-2014-finally/), along 
with Ask.fm and Facebook 
 
Tumblr 
- A blogging site where adult content is permitted (although not sexually explicit videos, but 
GIFs and images are allowed) 
- There are large supportive communities on Tumblr for vulnerable groups, such as LGBT+ 
youth 
- There are many blogs suitable for younger users and adult content is often tagged and 
ƚŚĞƌĞĨŽƌĞŵĂǇďĞƐĐƌĞĞŶĞĚŽƵƚ ?ďƵƚƚŚŝƐŝƐŶŽƚŐƵĂƌĂŶƚĞĚƐŽƚŚĞƌĞ ?ƐƚŚĞƌŝƐŬŽĨǇŽƵŶŐĞƌ
users being exposed to adult content. 
- Users can ask anonymous questions which can be abused to send hate mail, although this 
function can be removed (ticking  ‘ĚŽŶŽƚĂůůŽǁĂŶŽŶǇŵŽƵƐƋƵĞƐƚŝŽŶƐ ? )
- Community guidelines and report button: https://www.tumblr.com/policy/en/community 
 
12 Customer support and further resources 
We regularly update our materials as new information becomes available, and this training pack 
will be uploaded to External Moodle as these improvements occur.   
We are always keen to receive feedback, so please contact us to share your views.  Should you 
ŶĞĞĚĂĚǀŝĐĞŽŶĂŶǇĂƐƉĞĐƚŽĨƚŚĞ ‘>ŽŽŬŝŶŐŽƵƚĨŽƌ>ŽƚƚŝĞ ? resources, please do not hesitate to 
get in touch with us:- 
 
Email: ccp@kent.ac.uk 
Telephone: 01227 827546 
Address: The Centre for Child Protection, University of Kent, Rothford Building, Giles Lane, 
Canterbury, Kent, CT2 7LR 
 
Facebook: Centreforchildprotection 
Twitter: @UnikentCCP 
